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For the best experience, open this PDF portfolio in
Acrobat X or Adobe Reader X, or later.

Get Adobe Reader Now!



http://www.adobe.com/go/reader
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WNYRIC Advisory Council Agenda
December 17, 2015
2:00 pmto 3:30 pm
Erie 1 BOCES 355 Harlem Road, West Seneca Room A2

DL Sites for those that cannot attend face to face:
Erie 1 BOCES - A2 at Education Campus — 355 Harlem Road, West Seneca
Erie 2 BOCES - LoGuidice Room 1 — 9520 Fredonia Stockton Road, Fredonia
CA BOCES - Olean Center DL Room — 1825 Windfall Road , Olean
ON BOCES - DL Room at Tech Center — 4124 Saunders Settlement Road, Sanborn
GST BOCES - Hornell HS DL Room -134 Seneca Road, Hornell

Administrative Items:
Call to order — Greg Wouytila, Chair
Roll call — Chair
Minutes — September 24, 2015 — approval needed — Chair
Today’s Agenda approval needed — Chair

Reoccurring Topics:
1. Data Privacy
1. Erie 1 BOCES Cyber Insurance Policy update — Jan Mathis
2. Roundtable Discussion questions and concerns from districts.

Broadband and Effectiveness of Network — Ron Ternowski
1. Update -Time Warner Build and Transition Implementation
Update — DR outages preparedness

2

3. Update — Other Regional Efforts regarding Broadband to homes and community

4. Previous talking points questions for table discussions (page 4) - Sharing of information or questions from
constituency groups

Smart Schools Bond Act Updates — Michelle Okal-Frink

1. Update

2. Previous talking points questions for table discussions (page 3) - Sharing of information or questions from
constituency groups

Education Law 2D

1. Update — No updates at this time

2. Previous talking points questions for table discussions (page 3) - Sharing of information or questions from
constituency groups

Technology Survey Tool - Michelle Okal-Fink
Update: Next Steps

The Model Schools Facilitators in your region are as follows:
e Rick Weinberg and Lauren Stuff - CA
Theresa Gray and Marcy Sweetman - ERIE 2
Sean Christopher and Rob Miller - ERIE 1 & ON BOCES
Linda Perry & Matt Middlebrook - GST

New Business:
Pricing for 2016 — 2017 rationale/discussion — Barb Mocarski/Jim Fregelette
Change in 793 process and approval requirements— Rosanne Huffcut
2015 — 2016 Highlights 793 Plan— Associate Directors
2015- 2016 Statewide RIC Goals update — Rosanne Huffcut






Standards Minutes and Resolutions — Jan Mathis — action needed

Informational updates:

1. Questar CBT 3-8 Testing
a. Logistical information, Teacher/Test Administrator — Michelle
b. Data- Rosanne
¢. Technical Support — Jan
XP machines are still on the network and pose a security concern. As of 10/28 there were 728 XP machines
on the network.
Erate — update
Service Presentations — any questions or feedback?
CA region — December 3"
GST region — December 3™
E1B Region — December 9th
ON BOCES Region — December 17th
E2CCB Region — December 18th

Items from the floor:
Round Table from each region — share any needs/concerns
Next meeting dates— DL information will be sent prior to meeting
March 17, 2016 — 2:00 — 3:30 p.m.
May 27, 2016 — 2:00 — 3:30 p.m.

Up Coming Events:
Digital Wave — May 9, 2016






Talking points for Advisory Members to use to facilitate sharing of information with constituency groups:

Topic 1 Talking points: Smart Schools Bond Act

1.
2.

Our guidance page - http://wnysmartschools.weebly.com/
SED's webpage - http://www.p12.nysed.gov/mgtserv/smart_schools/

Possible Question(s) for constituency groups:

1.

Have districts thought about the infrastructure, professional development and technical support needed for
deployment of new devices and sustainability?

What creative methods are districts using to pay the upfront cost for the SSBA purchases?

How are districts involving stakeholders?

What processes are you going to put into place to coordinate the needs assessment, planning and acquisition of
things?

How are you going to balance BOCES aid, Erate and Smart Schools money?

Do districts need assistance understanding the process of SSBA?

Topic 2 Talking points: Education Law 2d

Education Law 2-d affects data security and privacy for student and educators.

Erie 1 Policy Services has sent out updates and samples to policy subscribing districts.

Office of Test Security will house Chief Privacy Officer at NYSED when hired. Position is posted for CPO presently.
Many decisions and guidance rest on the involvement of this individual.

All contracts now have the appropriate Ed Law 2-d language as of July 1, 2015

Possible Question(s) for constituency groups:

1.
2.

What contracts do you have other than the ones that the WNYRIC or your local BOCES have on your behalf?
Have you had any concerns, questions or comments from your Parent’s Bill of Rights posted on your website?

Topic 3 Talking points: The Modernization of E-rate beginning in FY 2015-16:

The goal of the E-rate Modernization program is to improve the speed and capacity of school district's networks to
create ubiquitous computing in all classrooms.

The annual E-rate cap has been increased by $1.5 billion, extending the former $2.4 billion cap to almost $4 billion.
All schools will have a budget for Category 2 services - Internal networking - based on $150 per student - to be used
over the next 5 years. All districts should plan to upgrade their networks, and apply for E-rate discounts each year
until their networking funds have been expended.

Voice services will be phased out of the E-rate program for all school districts over the next three and four years. All
schools districts will have to budget for the loss of these E-rate discounts.

Broadband and Internet through the WNYRIC are secure and will not be altered.

Possible Question(s) for constituency groups:

1.

Have we completed the Forms 470 and 471 and returned them to Erie 1 BOCES to prepare for the district's E-rate
application for Funding Year 2015-16?

Are we aware of the new E-rate funding available for networking in Funding Year 2015-167?

Have we evaluated the networking in our buildings recently? Are upgrades necessary?

Is the WiFi in our school sufficient for streaming video and mobile devises for 20 or more students? Has a Wireless Site
Survey been completed to verify? Are upgrades necessary?

Have we budgeted for upgrades that will take advantage of the E-rate discounts over the allowable 5 year period
beginning in Funding Year 2015-167?




http://wnysmartschools.weebly.com/

http://www.p12.nysed.gov/mgtserv/smart_schools/



Topic 4 Talking points: Broadband and Network effectiveness
Conversion is underway and about 65% complete.

1.

Bradford Central
Cassadaga Valley Central
Catt-Ally BOCES
Cattaraugus-Little Valley
CSAT

Cheektowaga Central
Cheektowaga-Maryvale
Cheektowaga-Sloan
Clarence Central HS
Clarence Central MS
Cleveland Hill Union Free
Cuba-Rushford Central
Depew Union Free
Dunkirk City S.D.

Eden Central

Ellicottville Central

Erie 2 BOCES

Falconer Central
Forestville Central
Franklinville Central

Fredonia Central
Frewsburg Central
Friendship Central
Frontier Central
Genesee Valley Central
Gowanda Central
Hinsdale Central
Ken-Ton UFSD

Lake Shore Central
Lewiston-Porter Central
Lockport City S.D.
Newfane Central
Niagara Falls City S.D.
Niagara-Wheatfield
North Collins Central
North Tonawanda City
Olean City S.D.
Orleans/Niagara BOCES
Panama Central
Pioneer Central

Portville Central
Prattsburgh Central
Randolph Central
Salamanca City S.D.
Scio Central

Silver Creek Central
Southwestern Central
Starpoint Central
Sweet Home Central
Tonawanda City S.D.
Wellsville Central
West Seneca Central
West Valley Central
Whitesville Central
Williamsville Central
Allegany-Limestone
Andover

Bemus Point

Barker

Remaining locations - Hot-Cuts, Equipment moves and other.

1. Hot Cut - Actual fiber switch over will cause 1-2 hour possible outage to District
Addison Central Canisteo-Greenwood Ripley
Alden Central Corning City Royhart
Alfred-Almond East Aurora Sherman
Arkport Hornell Westfield
Brocton Central Jasper Troupsburg
Campbell-Savona Orchard Park
Pending Schedule - Time Warner needs to go on-site and install equipment and configure. If no issues should
be about a 15 minute outage when we perform the conversion
Akron Central GST BOCES
Fillmore Central Randolph Academy
Pending Construction Redesign - Time Warner construction work needs to be completed
Chautauqua Lake Avoca Central Medina Central
Hammondsport Central Bath Central

Lyndonville Central Canaseraga Central

Hot Cut w/Construction
Clymer Jamestown City SD

Holland Pine Valley

Equipment Move - Internal District equipment needs to be moved, WAN Senior to perform
Grand Island Lackawanna Wilson
Unknown - Waiting on Time Warner
Bolivar-Richburg Belfast
Install Complete — waiting on provision/redesign
Iroquois Springyville-Griffith
Possible Question(s) for constituency groups:

Have districts evaluated the networking in their buildings recently? Are upgrades necessary?

Have Districts analyzed their Internet traffic to assist in determining what the normal level of traffic is during the
school day?

If approaching 1GB throughput on a daily basis, has the District begun conversations with their WAN Senior on
developing a plan to upgrade their infrastructure to address the growth in usage?

Have Districts insured that all of their devices are updated and free of viruses/malware, etc. to insure that all network
traffic is valid traffic?

Have Districts made their technical support teams aware of any planned or new instructional goals and methods that
may increase bandwidth usage? i.e. streaming more video as a learning tool, using more web based applications for
instruction, Minecraft, gaming type classes, etc..






Topic 5 Talking Points: CBT Field Testing, WNY 2015

1. SED Webpage: http://www.p12.nysed.gov/technology/CBT/home.html

Possible Questions for constituency groups:

How are schools preparing for the CBT transition?
How can schools prepare students (especially mathematics students) to comfortably use computer-based tools to solve

problems and report their responses?
What, if any, transformation is taking place in pk-12 school curricula to infuse digital tools for daily instruction in
addition to standard instructional methods.




http://www.p12.nysed.gov/technology/CBT/home.html




Pricing Process for 2016-17

When the WNYRIC sets pricing for the upcoming year, we only review the WNYRIC costs. No vendor costs
are included but we work with vendors to get the best pricing to keep costs down.,

Process WNYRIC follows for determining new pricing:

1.

Our goal is to stay below a 2% proposed increase to each individual service so the overall increase for
all districts is less than 2%,

2. Review last year’s end of year budget to find areas that had excess revenue or shortage of revenue,
especially labor intensive services where salary and benefits need to be covered. These services are
looked at to increase or decrease costs accordingly.

3. Review budgets in November/December to see if any other adjustments need to be made based on
excess revenue or a shortage of revenue in a service. Costs are adjusted accordingly

4. Review new aspects to services or possible new services which will require additional staff in order to
support services which may be based on increased participation or changes in the software. Service
costs are adjusted accordingly

5. Once all pricing has been determined and applied, the overall changes are reviewed and adjusted if
necessary for the overall increase is less than 2%.

For 2016-17:

1. Overall increase for services provided by WNYRIC for WNYRIC costs is 1.91%

2. 88% of all districts increases are between -0.87% and 2.85%

3. 92% of all districts total increase in dollars is $8,600 or less.

4, Those that are over 2% and/or $8,600 large districts that have a lot of services, small districts that have
low participation totals, multiple WNYRIC staff and/or are VOIP districts.

5. Overall VOIP revenue was not covering the expenses of the service. Additional staff has been assigned,

6. The following are some ways in which the WNYRIC contained costs

* Cooperative bidding for hardware and maintenance on all network equipment
e Use of coupon bid process

» Centralized build of enterprise software patch management servers so this cost is not incurred by
school districts

Procured Cyber Insurance to contain costs in case of a breach
Used RTTT funds to procure infrastructure costs which benefitted all districts
Continue to work with Gartner and InfoTech in researching initiatives related to cost
effectiveness for Infrastructure and Operations
Purchase of monitoring and security software to increase efficiency
Collaborate with other RICs for shared Microsoft Premier Support contract which is lowest price
offered and has allowed our staff to have the highest level of incident support as well as training
and design sessions with Microsoft engineers

» Continued renegotiation of statewide contracts for best pricing

¢ Redistributing tasks from vacated positions through attrition






WESTERN NEW YORK
REGIONAL INFORMATION CENTER
CHAPTER 793 PLAN
2015 - 2018

Progress Report as of December 17, 2015
Progress since last WNYRIC Advisory Council Meeting are in red ink and italics

Updates of Progress Report:

Objective 1: 1.1, 1.2 & 1.3
Objective 2: 2.1 & 2.3
Objective: 4: 4.3 & 4.5

Objective 5: 5.2,5.4 & 5.7
Objective 6: 6.2 & 6.4

Objective 7:7.1,7.2,7.3,7.4,75& 7.6






appropriate.

Goal/Activities Needed to

accomplish objective

Timeline/Sta

rt End

793 Plan for 2015 - 2018
Objective 1: Provide a secure, robust, cost effective infrastructure at WNYRIC, in the cloud, as well as in the district as

Completion
Criteria/Evide
nce of
Progress

Completion Criteria/Evidence of Progress

Reported by

1.1 Continue to design, implement TS WAN The most flexible, cost effective resilient, redundant and robust internet and
and advocate for the most flexible, school district intranet network is in place.

cost effective, resilient, redundant, July 1, 2015 -

secure and robust bandwidth June 3’0 2018 New broadband is being implemented and should be complete by 2/28/16.
(network connectivity) for each '

school district and BOCES through

competitive bidding practices

1.2 Continue to review and Infrastructure Continued enhancement of DR readiness for WNYRIC Tier 1 applications with
implement cost effective Disaster Teams DR cycle testing in place and Tier 2 applications DR readiness complete based on
Recovery and Business Continuity required time of recovery needs.

initiatives for applicable Tier 1 July 1, 2015 -

applications and continue to design June 30, 2018 Moved the DR site from Colvin to VTC. All equipment has been moved and is
DRBC strategies for Tier 2 operational at VTC.

applications based on time of

recovery needs. Production servers are live at VTC to facilitate the Business Continuity initiative.
1.3 Implementation of centralized, TS WAN Goal is realized as the most effective security measures are put in place on our

cost effective network security tools
for wide area network and local
area network security.

July 1, 2015 -
June 30, 2018

network based on -recent or future network threats. These security measures are
implemented by WNYRIC network engineering staff in the local school districts,
as necessary.

Additional monitoring tools have been purchased and are being implemented.
New Log Analysis tool (Splunk) should be implemented by 2/28/16.~Sptunk

1.4 Implement Change Management
to effectively communicate with end
users and staff regarding process or
technical changes to avoid downtime

July 1, 2015-
June 30, 2018

Change Management is in place and ITIL (Information Technology
Infrastructure Library) best practices are in place and communicated to the field.






Goal/Activities Needed to

accomplish objective

Completion
Criteria/Evide
nce of
Progress

Timeline/Sta
rt End

Completion Criteria/Evidence of Progress

or outages.
o] Configuration Management
o Release Management

Reported by

1.5 Enhance how stake holders are
informed of bandwidth utilization
trends to better prepare and
implement optimization strategies to
optimize bandwidth availability

Core Network

July 1, 2015 -
June 30, 2018

Reporting four times a year at Advisory Council, Standards, DL consortium, and
Technology Coordinators.

Collaborative meetings with BOCES partners.

Analysis of the reports and planning to incorporate optimization strategies is
available from WNYRIC technical teams.

Districts have online training available

1.6 Research, design and
implementation strategies are
shared to ensure a robust managed
wireless network is in place in
school districts and BOCES

July 1, 2015 -
June 30, 2018

The most flexible, cost effective resilient, redundant and robust centrally
managed wireless network is in place which can support the school district and
BOCES needs.

1.7 Enhance communication
methods to school district customers
to inform efficiently and effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

1.8 Continue work with other
BOCES/RICs and districts to find
cost effective ways to deliver
internet bandwidth and network
security

July 1, 2015 -
June 30, 2018

Cost effective methods are in use by customers.






Objective 2: Continue to enhance instructional offerings under Common Set of Learning Objectives (CSLO)

Goal/Activities Needed to

accomplish objective

Timeline/Start
End

Completion
Criteria/Evidence
of Progress
Reported by

Completion Criteria/Evidence of Progress

2.1 Continue to provide new R & D Team New RFPs are released and awarded. All new and existing contracts have
offerings through the statewide incorporated the data and privacy information provided in Education Law 2d as
RFP process and ensure well as the Erie 1 BOCES Parent Bill of Rights.
compliance with Education Law 2d RFPs released late June-STEAM, Social Studies & Global Citizenship

STEAM and Global Citizenship awarded at 9/9/15 BOE meeting. STEAM

July 1, 2015 - awarded see 2.6 Global Citizenship award-New Global Citizens.

June 30, 2018
Social Studies RFP Award: Newsela, Pearson, AKJ Books, Thinkmap
Virtual Education: Lightsailed, Redbird, Right Reason, Odysseyware, Apex

2.2 Provide online offerings as part CSLO & Model Online offerings are in place that support anywhere/anytime learning on the part
of the catalog offerings Schools of teachers. The RIC will continue to work with the local BOCES to provide

July 1, 2015 - resources for the school districts in the region.

June 30, 2018 Additional webinars listed include 0365 & google
PDhttp://www.elb.org/TrainingWorkshops/TechnologylIntegration/CSLO/Works
hops/cslowebinars201516.aspx

2.3 Continue to investigate R & D Team Pilot Program implementation dates and follow up for the following topics:

emerging technologies and their
instructional uses and implications

July 1, 2015 -
June 30, 2018

Paperless Classroom Pilots

Windows 8

Chromebooks

Android — Google Play

iPads

MDM

Cloud services for instruction

*Qther topics will be included as they emerge.

Windows 10

Robotics to 2.3

0365 & google trainings are taking place for districts that have completed on-
boarding with us.

Districts include: Hammondsport, Franklinville, Alfred Almond, Tonawanda,
Lancaster, Arkport, Avoca, Cuba Rushford, Iroquois, Holland, Niagara Wheatfield,
Ripley, Hamburg, Andover, Depew, Lakeshore






Goal/Activities Needed to

accomplish objective

2.4 Work with lead agencies
develop and implement regulations
to be in compliance with all State
and Federal regulations — This
includes the tech plan survey tool
as well as any necessary support
for the Smart Schools Bond Act

Timeline/Start
End

July 1, 2015 -
June 30, 2018

Completion
Criteria/Evidence
of Progress

Reported by
CSLO & Model
Schools

Completion Criteria/Evidence of Progress

Compliant policies and regulations are promulgated.

2.5 Collection of data that supports
the impact of technology on
instruction and student learning

July 1, 2015 -
June 30, 2018

CSLO & Model
Schools

Data from program evaluations will be available.

Pilot Project research results will be available for individual districts
participating as well as overall information for the region. The location for this
repository will be provided.

Special research projects will be identified as needed by technology groups
throughout the region including the CSLO administrative groups.

2.6 Continue to investigate and
support Science Technology
Engineering, Arts and
Mathematics (STEAM) initiatives
throughout the region

July 1, 2015 -
June 30, 2018

New RFPs released and awarded. The RIC will continue to work with the local
BOCES to provide resources for the school districts in the region
STEAM RFP awarded 9/9/15 Contracts to follow.

Award:

iDesign

Dreambox

A+Educators

C8 Sciences

Brian Hurricane

eSpark

Ten Marks

Answer Pad

Teq

Blue Ribbon

2.7 Enhance communication
methods to school district
customers to inform efficiently and
effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.






Objective 3: Support anywhere/anytime secure cloud environments to meet district’s needs.
Completion

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence ) . )
VI imetl ertartvi Completion Criteria/Evidence of Progress

accomplish objective End of Progress
Reported by

3.1 Investigate and support July 1, 2015 - Cloud Team Secure cloud based solutions are in place and supported.

secure cloud based solutions June ?;0 2018

for collaboration. ' Continued research on emerging technologies to stay current with district needs.

3.2 Continue to investigate and Additional appropriate technologies which may impact network inter-operability
communicate research results complexities are reviewed, proof of concepts conducted, and the technologies are

submitted for review and approval to the Standards Committee if appropriate.
Additional application services are offered and implemented.

of work completed related to
new technologies to provide
anywhere/anytime secure
access on any device for all
services, users and learners
3.3 Enhance communication R&D Team, Efficient and effective communication methods are in place and proven effective
methods to school district July 1, 2015 - Lifecycle Team through customer feedback.

customers to inform efficiently June 30, 2018
and effectively

July 1, 2015 -
June 30, 2018






Objective 4: Investigate and implement cost savings and optimization strategies to achieve sustainability in service offerings

Goal/Activities Needed to

accomplish objective

Timeline/Start | Criteria/Evidence

End

Completion

of Progress

Completion Criteria/Evidence of Progress

Reported by

4.1 Manage grants that All Services Grants are awarded, activities are complete and grant dollars received and
support or enr_lant?e the e_ntire July 1, 2015 - distributed.

WNYRIC region in relation to

. S June 30, 2018

increased efficiencies and cost

containment

4.2 Optimize services by July 1, 2015 - All Services Use of metrics for trends and growth are in place and utilized to optimize services
utilizing effective analytic June 30, 2018 offered and to improve end user experience.

tools.

4.3 Continue to offer robust, Life Cycle Team Centralized and cost effective end point device management solutions (SCCM
cost effective centralized and IBM Big Fix) are in place, reports reviewed and remediation measures are
remote access End Point implemented.

Device Management Solutions July 1, 2015 -

to reduce manual desktop June 30, 2018 Implemented Apple centralized solution (JAMF) for Mac OSX and iOS devices.
support (sneakernet) and

optimize instructional time by

eliminating downtime.

4.4 Research and inform TS LAN Collaborative solutions are in place that continue to reduce the carbon footprint

districts and BOCES about
technologies that provide for a
greener environment

July 1, 2015 -
June 30, 2018

throughout the region.

4.5 Continued utilization of
inclusive Microsoft Active
Directory to aid in efficient
sharing of resources

July 1, 2015 -
June 30, 2018

Effective use of Microsoft Active Directory as the primary and secure
authentication source for account management to applications and resources on
the shared broadband network, and in the cloud, is in place for ease of use.

An additional 3 districts were added to the centralized shared (WNRYIC) based
Active Directory.

Total of 10 districts have joined the WNYRIC based Active Directory.

4.6 Implement regulations to
be in compliance with all State
and Federal regulations —
including any necessary
support for the Smart Schools
Bond Act

July 1, 2015 -
June 30, 2018

Compliant policies and regulations are promulgated.






4.7 Enhance communication
methods to school district
customers to inform efficiently
and effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.






Objective 5: Develop and provide data systems, processes and services in support of administration, accountability and or

instructional improvement

Goal/Activities Needed to  Timeline/Start

accomplish objective

End

Completion
Criteria/Evidence
of Progress
Reported by

Completion Criteria/Evidence of Progress

5.1 Support the process for
and data needed for interim
and online assessments

July 1, 2015 -
June 30, 2018

Student Services
Team

Data services for interim and online assessments are provided.
Student data is being shared via secure means and with district authorization to
an expanded list of assessment products.

5.2 Research and support new
data collection requirements

July 1, 2015 -
June 30, 2018

Data Warehouse
Team

Information, training and support for new data collection requirements are
provided.

District Data Coordinator meetings have been scheduled and begun for the year.
Information regarding new data collection requirements is being shared at the
meeting and via email.

5.3 Provide data support for
the NYSED EngageNY Portal
as requested by school districts

July 1, 2015 -
June 30, 2018

Information, training and support for the NYSED EngageNY is provided

5.4 Provide expanded, more
inclusive data integration
service that encompasses all
offerings

July 1, 2015 -
June 30, 2018

Evaluate and provide a data integration service that encompasses the best process
based on the application requirements

Fourteen districts are currently participating in data integration service. District
application needs and current methods have been evaluated and the best solutions
have been implemented or are in progress. Research on new methods and
improvements is ongoing.

5.5 Provide expanded data
reporting, as well as, support
programs that allow teacher
level access to appropriate
data

July 1, 2015 -
June 30, 2018

Expanded data reporting services are available.

Data Warehouse team has created a series of reports to show individual student
historical assessment performance, reports to show district progress or weakness
in addressing specific common core learning standards, and reports to show the
effect of student assessment refusals on ELA & Math 3-8 assessments.

5.6 Enhance communication
methods to District Data
Coordinators to inform
efficiently and effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

A reminder email was sent to DDC’s regarding how to make changes to contact
information for our DDC list, updating contacts for NYSED, shipping address for
test scanning.

5.7 Incorporate data privacy
and security information into
service delivery

July 1, 2015 -
June 30, 2018

Data privacy and security information is provided

A Data Security and Privacy session was provided prior to each District Data
Coordinator meeting in September as an overview of topics related to NY Education
Law 2-d, additional laws and regulations, best practices and online services. A






website of information can be found at nysdsp.org.






Objective 6: Support the initiative for Computer Based Testing (CBT)

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence

accomplish objective

End

Completion

of Progress

Completion Criteria/Evidence of Progress

6.1 Communicate current NYS
requirements regarding CBT

July 1, 2015-
June 30, 2018

Reported by

All Service Teams

Districts are provided appropriate information to successfully implement
Computer Based Testing (CBT).

6.2 Provide security within
endpoint management

July 1, 2015 -
June 30, 2018

TS LAN
Lifecycle

Solutions are in place that provides-security for Computer Based Testing within
the WNYRIC Network. A long with utilizing endpoint management tools.

6.3 Support CBT vendor
solutions

July 1, 2015 -
June 30, 2018

Student Data
Warehouse and
Instruction Teams

Vendor provided solutions have been implemented to support CBT in school
districts both locally and at a state level.

6.4 Implement adequate and
redundant infrastructure in
the school districts

July 1, 2015 -
June 30, 2018

Infrastructure and
Operations

Effective infrastructure at the districts is in place for CBT.

Wireless infrastructure may need to be reviewed based on endpoint and device
guantities.

6.5 Investigate/research/assist
districts with readiness for
online assessment use through
planning for technology and
providing technical expertise
and best practices as needed

July 1, 2015 -
June 30, 2018

All service teams

Districts are assisted with readiness for CBT or emerging online assessments.

6.6 Enhance communication
methods to school district
customers to inform efficiently
and effectively

July 1, 2015 -
June 30, 2018

All service teams

Efficient and effective communication methods are in place and proven effective
through customer feedback.






Objective 7: Continue to enhance existing management/administrative services with updated functionality and new product

offerings

Goal/Activities Needed to | Timeline/Start | Criteria/Evidence

accomplish objective

End

Completion

of Progress

Completion Criteria/Evidence of Progress

7.1 Implement and support
solutions to meet the needs of
school business and Human
Resources and Administrative
operations and ensure
compliance with Education
Law 2d

July 1, 2015 -
June 30, 2018

Reported by

Finance Service

Solutions for Financial, HR and Administrative Services are implemented and
supported. New and existing contracts have incorporated the data and privacy
information provided in Education Law 2d as well as the Erie 1 BOCES Parent
Bill of Rights, as necessary

Financial / HR teams have been working with software vendors on what data is
needed to be in the financial systems to be able to produce the 1095 forms for the
Affordable Care Act (ACA) reporting requirements.

Financial Team is also investigating software that could assist the districts in
tracking for the ACA.

Financial team is offering a service to assist districts in exporting the required data
out of the financial software and formatting it in the templates of 3" party vendors
for ACA tracking. District input and verification is required.

7.2 Implement and support Student Solutions for student related data needs are implemented and supported. New

solutions for the effective Management and existing contracts have incorporated the data and privacy information

management of information Services provided in Education Law 2d as well as the Erie 1 BOCES Parent Bill of Rights,

about students and ensure as necessary.

. . . July 1, 2015- L N .
compliance with Education A process is in place to have districts sign off for each new automated data
June 30, 2018 - . .

Law 2d extracts, as well as for any new vendors. Districts will authorize on an annual
basis. Vendors are agreeing to Data Security and Privacy contract language.
We continue to explore new data integration options as they become available to
ensure effective and secure methods are used.

7.3 Implement and support Email and Web New and enhanced solutions are implemented and supported.

solutions for an expanded Services An entry level website service is now available to districts, supported by the

website service

July 1, 2015 -
June 30, 2018

SchoolWires service team. This will be mainly attractive to small school districts
due to less robust functionality and lower costs.
One district is now implemented.

7.4 Provide enhanced services
in response to emerging
customer needs

July 1, 2015-
June 30, 2018

All Service Teams

Financial / HR Team has converted one more district to nVision and are looking
to move forward with converting up to 10 districts this fiscal year.

Investigating offering a web-based Visitor Management System that provides an
effective way to help schools keep unwanted visitors out while tracking those
visitors that they allow into the districts buildings.

E-Mail Services Team is researching and testing basic SharePoint sites for use by
districts in the cloud.






Financial team is preparing for the calendar year end processes and the production
of W-2’s and 1099’s forms along with the 1095C and 1094C forms for ACA
reporting.

Visitor Management system is now available as a service. System can track visitors,
volunteers, staff and students as they enter and leave school buildings. Extensive
reporting is available.

7.5 Enhance communication
methods to inform
constituencies efficiently and
effectively

July 1, 2015 -
June 30, 2018

Efficient and effective communication methods are in place and proven effective
through customer feedback.

Financial/ HR Teams are conducting Webinars as well as providing detailed
documentation on how to produce the Staff Tenure and Staff Assignment exports
out of the financial software to upload to Level 0.

Financial/ HR & Administrative teams are preparing for their Fall User Group
Meetings, which will be held as live and webinar sessions to accommodate the
districts’ busy schedules.

Financial teams are holding webinars on the 1095C and 1094C process within the
applications.

7.6 Incorporate data privacy
and security information into
service delivery

July 1, 2015 -
June 30, 2018

Data privacy and security information is provided
Fall user group meetings will include information regarding review of access to
applications, as well as, secure data transfers.

SMS teams have reviewed with districts the need to restrict access to applications
and how to do this in eSchoolData and PowerSchool. Both teams offer services to
assist districts in understanding and managing system security.







WNYRIC Standards Committee Meeting Minutes
November 18, 2015 --1:00-3:00 p.m.

Via DL Sites
In Attendance:
Jan Mathis (WNYRIC-Chair) lann Miller (Erie 1 BOCES)
Chuck Marzec (Jamestown) Mike Murphy (Forestville)
Sheldon Soman (ON BOCES) Ron Ternowski (WNYRIC)
Rob Morgan (Pioneer CSD) Mike Taylor (WNYRIC)
Brian Richards (Medina) Marty Wende (Kenton UFSD)
Shelayne Wise (Hammondsport) Gail Tremblay (GST BOCES)
Terry Caleb (WNYRIC) Vic Ozogar (WNYRIC)
Chris Siniscalchi (WNYRIC) Darlene Sprague (Niagara Falls)
Dave Joseph (CA BOCES) Chris Gyr (Genesee Valley)
Ryan Finney (Bath CSD) Valerie Winegarden (minutes)

Jan Mathis called meeting to order at 1:00 p.m.
Administrative Items:

1. Approval of the August 12, 2015 meeting minutes:
e Jan asked if there were any questions or concerns from the meeting minutes from
August 12, 2015. There were none.
Martin Wende the motion to accept meeting minutes and it was seconded by Rob Morgan. The motion
passed unanimously (14yes/0 no).

2. Review proposed future meeting dates/locations:
e Wednesday, February 10, 2016 from 1-3 PM (via DL)
e Wednesday, May 4, 2016 from 1-3 PM (via DL)

3. Category Review Dates for 2015-2016:

Computers — November 2015

Communications Equipment — August 2015

Internet Browsers — February 2016

NIC Cards — February 2016

Operating Systems — November 2015

Plotters — February 2016

Printers — August 2015—tabled until November
Scanners — August 2015

Servers (Standard) — November 2015

10 Servers (SAN) — August 2015—tabled until November
11. Software — November 2015

12. Server Back Up — August 2015

13. Virtualization — August 2015

14. VolP — November 2015

15.Video Conferencing- November 2015

16. Network Optimization- February 2016

17. Tablet Devices- August 2015—tabled until November
18. End Point Management- August 2015

19. UPS — August 2015

CONDOPWNR





Discussion/ Information ltems-

4. Tablet Devices on Standards

e What classifies a tablet versus a laptop? Asus listed as tablet only. Val sent revised draft list of
categories to committee to review prior to this meeting. Discussed possible sub categories under
Computers to be listed as A. Desktops. B. Laptops and C. Mobile Devices? Under mobile devices
could list the vendor and the operating system under comments. Some districts base purchases
on recommendations from PARCC/CBT guidelines. Val will make draft revisions and resend the
category review list to the listserv for the committee to review and discuss again at the meeting
in February.

5. Category revisions/Multiple vendors versus niche/support discussion

e In our last meeting we discussed having higher requirements for categories that involved more conversation,
testing, longer Proof of Concepts, cost analysis, etc. The 3 Categories that Ron and Jan felt belonged in a
special category were Communication Equipment, VolP and SAN*.

*When reviewing the actual requirements for these 3 categories, we came up with the following requirements:

1) At least 2 districts from 2 separate BOCES must complete an Add Form

2) Both districts must complete a Proof of Concept

3) The POC's end 8 months after the second district finished install to guarantee thorough testing

4) Bimonthly reports, with input from all necessary parties, are sent to the committee for review

e Committee felt that SAN should be removed from being in a special category that would require the items listed
above. This discussion was tables for further discussion at the February meeting.

6. Broadband updates (Ron T.)

e Hamburg and Lancaster were cut-over to the new broadband. There were some routing issues at
Hamburg with Time Warner Cable (TWC). Also made to make some revisions were made to the
Lightspeed design.

Erie 1 BOCES was also moved off the old hub.
Ron received an email from TWC with listed the 66 districts that are ready to be cut-over. The
cutover for these districts will be scheduled in December.

e There are 33 other districts that are not ready 6 of which need scheduling done. There are 18
districts that will require a hot-cut (cutting of fiber and will cause a network outage). They include
Orchard Park, Clymer, East Aurora, Pine Valley, Campbell Savona, Canisteo Greenwood, Alfred
Almond, Roy-Hart, Addison, Holland, Ripley, Sherman, Alden, Hornell, Brocton, Corning,
Westfield, Arkport, Jamestown, and Jasper Troupsburg. Will need to schedule these in December
also and will need to be coordinated with the district, WAN Senior and TWC.

7. Meraki switch update (Chris S.)
e Meraki did some Firmware upgrades which helped control fan speed.
e Meraki is looking into multi-cast features and stacking.
e Meraki will be attending NYSCATE.

Action ltems-

8. Follow up from Brian Richards (Medina) on Papercut MF printer management software:

e Papercut MF software has been installed at Medina and has been working well.

e Allows users to use their ID badges to authenticate to copiers and printers.

e Tracks usage by login ID.

e Allows users to print from any device via web interface.
Sheldon Soman made a motion to add Papercut MF to category 11. Software; under sub-category Printer
Management. Rob Morgan seconded the motion and the motion carried unanimously (14 yes/0 no).

9. Add form from Pat Bruce (Lancaster) for Asus C100 Rockchip Flip Chromebook:

e The niche is the device has a flip screen which makes it a tablet and a laptop.
Shelayne Wise made a motion to add Asus C100 Rockchip Flip Chromebook model to the Standards list
comment section under category 1. Computers/Asus. Mike Murphy seconded the motion and the motion
carried unanimously (14 yes/0 no).
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10. Category review:
1. Computers-Added Asus Flip Chromebook added per above motion
5. Operating Systems-No changes
7. Printers-No Changes
9. Servers (Standard)-Remove IBM and change Lenova to Lenovo
14. VolP-No changes
15. Video Conferencing-No changes
e 17. Tablet Devices-No changes
Marty Wende made a motion to make the above changes to the Standards list. The motion was seconded
by Rob Morgan and the motion carried unanimously (14 yes/0 no).

Rob Morgan made the motion to adjourn at 2:45 PM; Shelayne Wise seconded the motion.

Respectfully submitted: Valerie Winegarden





The WNYRIC Standards Committee Motions
November 18, 2015

Below are three (3) recommendations from the WNYRIC Standards Committee meeting
held on August 12 2015 for WNYRIC Advisory Council action:

Motion 1 Sheldon Soman made a motion to add Papercut MF to category 11. Software;
under sub-category Printer Management

Seconded by: Rob Morgan

Vote results: 14 yes/0 no (unanimous)

Motion 2: Shelayne Wise made a motion to add Asus C100 Rockchip Flip Chromebook
model to the Standards list comment section under category 1. Computers/Asus
Seconded by: Mike Murphy

Vote results: 14 yes/O no (unanimous)

Motion 3: Marty Wende made a motion to make the below changes to the Standards list:
e 1. Computers-Added Asus Flip Chromebook added per above motion

5. Operating Systems-No changes

7. Printers-No Changes

9. Servers (Standard)-Remove IBM and change Lenova to Lenovo

14. VolP-No changes

15. Video Conferencing-No changes
e 17. Tablet Devices-No changes

Seconded by: Rob MorgaN

Vote results: 14 yes/0 no (unanimous)

Advisory Council approval requested at this time
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WNYRIC Advisory Council Meeting
September 24, 2015 — 12:30 p.m. — 3:15 p.m.
Erie 1 BOCES, 355 Harlem Road, West Seneca Room A2

DL Sites: Erie 2 Dunkirk HS, CA Olean DL Room, ON DL Room at Tech Center, GST Hornell HS DL Room

Attendees:

Lynda Quick, CA BOCES

Glenn Niles, Arkport

Eric Lawton, West Valley CSD

Pon Sminiski, Akron CSD

Mike Watson, Allegany Limestone CSD

Don Skotnicki, Erie 1 BOCES

Lynn Fusco, Erie 1 BOCES

John O’Connor, Erie 2 BOCES (attended for Dr.
O’Rourke)

Jim Fregelette, Erie 1 BOCES

Brian Russ, East Aurora UFSD

Maria Sommerfeldt, Depew UFSD

Bob Spino, Erie 2 BOCES

Mary Beth Genovese-Scullion, Tonawanda City
Schools

Sheldon Soman (attended for Dr. Godshall) O/N
BOCES

Karen Cuddy-Miller, Grand Island CSD, Vice Chair

Greg Woytila, North Tonawanda CSD - Chair

Barb Mocarski, WNYRIC

Carol Barber, Erie 1

Jan Mathis, WNYRIC

Jean Rexford, WNYRIC

Jennifer Lilly, WNYRIC

Jim Fregelette, Erie 1

Maureen Taylor, WNYRIC

Pat Hochadel, WNYRIC

Ron Ternowski, WNYRIC

Rosanne Huffcut, WNYRIC

Absent :

Tony Day, Sweet Home CSD

Patricia Hartigan, O/N BOCES

David O’Rourke, District Superintendent Erie 2
BOCES

James Frame, GST BOCES

Maureen Donahue, Southwestern CSD

Rich Calkins, Alfred Almond CSD

Clark Godshall, District Superintendent )JO/N BOCES

Christopher Smith, Bath CSD

Joe Steinmetz, Asst. Superintendent, O/N BOCES

Paul Cone, Canisteo-Greenwood CSD

Jason Smith, Superintendent, Lyndonville

John Montesanti, Business Admin. Wilson CSD

Jeffery Hazel, Niagara Wheatfield CSD

Julianna Sciolino, WNYRIC

Michelle Okal-Frink, WNYRIC

Attending via DL

Tim Cox, Director Instructional Services CA BOCES

Danielle O’Connor, Superintendent, Frewsburg

Mike Pavlock, Technology Coordinator, Scio CSD

Tim Mains, Superintendent, Jamestown

Mike Graf, Technology Coordinator CA BOCES

Margaret Munson, GST BOCES

Tim Clarke, Professional Development CA BOCES

Patrick Flaitz, Hornell CSD

Administrative ltems:
o Call to order

o0 Advisory Council meeting was called to order at 12:30 p.m. by Greg Woytila

o0 Greg Woytila- Roll call
0 Introductions were made by region.
0 Membership updates: None were made






0 Minutes of May 29, 2015

(0]

Greg asked if there were any questions/corrections regarding the minutes of May 29, 2015 and
there were none. Karen Cuddy-Miller made the motion to accept the meeting minutes; Maria
Sommerfeldt seconded the motion. The minutes were unanimously accepted.

(20-yes 0-no 0 abstain).

o0 Approval of September 24, 2015 agenda

(0]

Greg asked if there were any questions/corrections/additions regarding the agenda for September
24, 2015 and there were none. Mary Beth Genovese-Scullion made the motion to accept the
agenda seconded by Lynda Quick. The agenda was unanimously accepted

(20 yes 0 no 0 abstain).

Presentation was given on new addition of Cyber Insurance by Greg Hawk and Brett Carruthers from Wright
Insurance Company. Erie 1 BOCES has purchased cyber insurance through NYSIR and continues to be
willing to discuss options available for districts to purchase their own protection through some sort of
consortium such as is done with other consortium pricing. A memo will be going out to districts from Jim
Fregelette detailing all insurance information applicable to districts participating in services through E1B.

To cover the cost of cyber insurance for the 16-17 school year there will be a $500.00 increase in central
infrastructure code 650.950.

2. Reoccurring Topics:
o Data Privacy—Jim Fregelette, Ron Ternowski and Rosanne Huffcut

>

>
>
>

YV VYV

Jim shared scenarios where the liability of a security breach can be due to employees not
following best practice for data security.
Ron shared best practice documents and talked about the need to patch and update operating
systems and virus software. He discussed the types of protections in place centrally at the RIC.
Ron handed out a Wireless Network Design Considerations best practice document. This is
always a working draft and Ron asked once they read it any questions should be directed to him
The other handout was Microsoft Active Directory Best Practices some important highlights
from the document:
= Microsoft recommends more than one domain controller
= Access to domain controllers must be protected from physical and network access
= Time is critical to the Active Directory Domain Controller
= The DNS should be used
= Services such as File services, DHCP and Web Servers should not be installed
= Backup of Active Directory is critical
= Active Directory has added the Recycle bin
Rosanne shared the link http://nysdsp.org/ for the data privacy and security website and
discussed resources available for districts to use with their employees.
All WNYRIC employees were trained on data security over the summer.
Dates for Data Security and Privacy overview meetings were handed out.
Some of the best practices and good questions to ask about protecting data are:
o Data inventory — what data is stored?
Designate a Privacy Officer — Who is responsible for data management and training?
De-identify Data—Use aggregated data where applicable
Passwords—Employ password protection strategies
Email—Consider security and privacy issues. Do not send personal sensitive information
Workstation and File Security—Lock workstations when not in use
MCDs—Implement MCD policies and inventory data and equipment
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o0 Technical Issues—Assess technical procedures including perimeter defenses
o0 Data Access and Permissions—Implement policy and procedure regarding access to data
and user account management
o Verbal Communication—Don’t share sensitive information with unauthorized people or
while socializing
0 Paper Copies—Keep paper copies secure
o Data Destruction—Destroy documents and files when no longer needed
ROUNTABLE SUGGESTIONS FOR FOLLOW UP:
> Talk to your insurance carrier to determine where your current insurance policies need updating —
Districts and BOCES
Use the scenario page and/or create your own — Districts and BOCES
Would you be interested in a consortium for districts for the insurance? — Let Jim Fregelette know
Bring back other questions you hear — Districts and BOCES discussion at regional tech meetings —
WNYRIC/BOCES staff are available to discuss at regional meetings and Jim Fregelette will discuss
at Business Official meeting

YV V

o Broadband and Effectiveness of Network—Ron Ternowski

0 The DR site at Colvin has been moved to the Victory Technology Center

0 The new connections are starting to be installed in the districts. This should be complete by the
end of November or December

0 Most districts only take a matter of seconds to cutover, but eight school districts so far have been
identified as hot cut overs which will take about 1-2 hours. Once Ron receives the list he will
send out to the eight districts. These are the first 8 to be identified and there may be more.

0 Outage repair does have a four hour window

Ron was looking to do DR testing in either the Spring or Summer time. He will break an application on

O purpose to see what exactly happens. He is interested in Summer 2016 dates but will take all
suggestions. He will send to Rosanne for testing/data load dates and then get out to the group for
discussion.Smart Schools Bond Act updates—Carol Barber

» Smart Schools handout which talks about the investment plan, smart schools sub-allocations
by category, Smart Schools Investment Plan Process checklist, WNYRIC Resources, Future
Resources was shared.

0 Items which were asked for follow up:

0 Question - A district possibly wants to use Smart Bond funding for restructuring building entries which
may include technical solutions such as cameras/swipes. Does this have to be entered as a use in the
actual technology planning survey? There does not seem to be an area to talk about this in the plan.

0 Answer - Any possible use in the security or pre K buckets does not need to be noted in the Technology

Plan Survey but it can be. They can put security items in the plan but they don't need to in order to order
them for Smart Schools. It's up to the district. Smart Schools Bond Admin folks are not checking to see
if the plans match with those types of items, just like they don't need to have a narrative about pre K if
they plan to use it for that bucket.
If a district is doing transformative technologies and they never talk about any technology integration
with those types of items in their tech plan this is where SmartBond or NYSED would push back. The
Certifiers at the RIC are being careful to look for these things before certifying.

o0 Education Law 2d—Barb Mocarski

> No updates at this time
0 Technology Survey Tool—Carol Barber
o Allinitial documents were due by July 27"
o All districts but 2 have sent in their first level submissions. Michelle is in contact with these
districts they will provide by October 1°.
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o

Reviews have gone back to all schools

Once district receives certification the superintendent is allowed to hit the submit plan button
SED will pull and review random plans

Al districts are required to submit a certified plan in the portal by October 16"

Any questions send them to techplans@elb.org

0 Question Could the same reviewer please be used when certifying the plans? There seems to be a
difference in answers.
Answer: There are only two districts that were done together. (Clarence and Belfast). All other plans
have been done by same person. After the August meeting in Albany they needed to go back to all of the
districts and have them recheck several items that would not have passed approval because SED
changed their stance on several questions for all districts on a few questions, which meant that answers
had to be changed. They will be sure to keep same staff reviewing for certification.

3. New Business:

o Current 2014-2015 793 Plan Highlights--Associate Directors highlighted the following:

>
>

>

o 2014 -

1.1 New broadband is being implemented and should be complete by 1/1/2016

1.2 Moved the DR site from Colvin to VTC (Victory Technology Center). All equipment has
been moved and is operational at VTC

1.3 Additional monitoring tools have been purchased and are being implemented such as
Solarwinds, Source Fire and Splunk

2.2 Additional webinars listed include 0365 & google
PDhttp://www.elb.org/TrainingWorkshops/Technologylntegration/CSLO/Workshops/cslowebin
ars201516.aspx

2.6 STEAM RFP was awarded on 9/9/15 the following contracts are to follow:
iDesign,Dreambox,A+Educators, C8 Sciences, Brian Hurricane, eSpark, Ten Marks, Answer
Pad, Teq, Blue Ribbon

7.1 Financial /HR teams have been working with software vendors on what data is needed to be
in the financial systems to be able to produce the 1095 forms for the Affordable Care Act (ACA)
reporting requirements. Financial team is also investigating software that could assist the
districts in tracking for the ACA

7.5 Financial/HR teams are conducting Webinars as well as providing detailed documentation on
how to produce the Staff Tenure and Staff Assignment exports out of the financial software to
upload to Level 0. Teams are preparing for the Fall User Group Meetings, which will be held as
live and webinar sessions to accommodate the districts’ busy schedules.

2015 Statewide RIC Goals update — Rosanne Huffcut

> Solutions for student related data needs are implemented and supported. New and existing
contracts have incorporated the data and privacy information provided in Education Law 2d as well
as the Erie 1 BOCES Parent Bill of Rights. A process is in place to have districts sign off for each
new automated data extracts, as well as for any new vendors. Districts will authorize on an annual
basis. Vendors are agreeing to Data Security and Privacy contract language.

> Assisting districts with the process of the Technology Survey tool. This is due by October 16"

> District Data Coordinator meetings have been scheduled for the regions.

Standards Committee Minutes and Resolutions (Jan Mathis):
0 Networking teams are concerned about performance and support for multiple vendor products. An
increasing number of vendors are approaching school districts with new products. The WNYRIC wants
to ensure that appropriate support along with security is provided to our school districts.
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Below are three (3) recommendations from the WNYRIC Standards Committee meeting held on August 12
2015 for WNYRIC Advisory Council action:

Motion 1: Marty Wende made a motion to change section Il. Authority; under letter B. from The Co-Director,
Technology Services, to read A member of Technology Services Leadership team and update the same title
under section I1l. Membership; under letter E. to read Member of Technology Services Leadership Team instead
of Co-Director, Technology Services.

Seconded by: Chuck Marzec

Vote results: 13 yes/O no (unanimous)

Motion 2: Ron LaVere made a motion to remove Jill Holbrook’s name from the comment section of category
17. Tablet devices and replace it with Jan Mathis’ name.

Seconded by: Bob Spino

Vote results: 13 yes/0 no (unanimous)

Motion 3: Rob Morgan made a motion to table review of categories 17. Tablet Devices and 7. Printers to the
November meeting and to also update Erie 1 BOCES bid number in comment section of Printers to read B15-
DP0520.

Seconded by: Marty Wende

Vote results: 13 yes/0 no (unanimous)

Advisory Council approval at this time. Motion to approve the (3) recommendations was motioned by Maria
Sommerfeldt and seconded by Karen Cuddy-Miller. The motion carried unanimously
(19 yes 0 no 1 abstain)

Informational update:
0 Trending Services--
» Cloud Environment—Jan Mathis
0 Handout of Steps for Office 365 Cloud Process and Google Cloud Process were handed
out
o0 A thank you to Scott Przywara was sent out for all his assistance with districts
» Data Integration—Rosanne Huffcut
o Data is shared across applications through a range of technology tools. The district
indicates which software applications are being utilized and designates where data
sharing is desired. WNYRIC staff analyzes the data needs and determines the most
appropriate method of automation among currently available options.
o Patrick Flaitz thanked Rosanne for all her assistance
» Awarded RFPs—Rosanne Huffcut
o STEAM awarded 9/9/15

Round table with each region- Greg asked if there were any questions/issues from each area:
0 GST - None

CA — None

ON - None

Erie 1 — None

Erie 2 — None

O 00O

Next Meeting Date: December 17, 2015, March 17, 2016, May 27, 2016 DL Sites will be provided prior to
meeting
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Upcoming Events:
> Tech Fest—September 30"
» WNYRIC Service Presentations—CA December 3, Erie 1 December 9, Erie 2 December 18, GST
December 3, ON December 16
> Digital Wave—May 9, 2016

Motion to Adjourn by Mike Watson Seconded by Lynda Quick at 3:15 p.m.

Respectfully submitted
Pat Hochadel






Cyber Insurance

Now Included in Erie 1 BOCES' Insurance Coverage

Introduction

The same type of breaches of personal information
happening with banks, stores and credit card institutions
are also risk factors for schools. This increased risk, and
the costs associated with these liabilities, coupled with
requests from school districts, were the driving factors
behind Erie | BOCES’s purchase of cyber insurance. The
insurance will cover the costs associated with the breach
of student and staff personal and private information.
This cyber insurance protects Erie i BOCES and
districts participating in WNYRIC services against
such costs incurred by breaches. The following
information document summarizes this cyber coverage.

Why Cyber Insurance?

Cyber liability addresses first- and third-party risks
associated with e-business, the Internet, networks and
informational assets. It offers protection for exposures
arising out of Internet communications and breaches in
security. Reports show breaches are usually caused by
the reasons listed below and can include examples of risk
categories such as privacy issues, infringement of
intellectual property or virus transmissions.

Ninety-five percent of the breaches are caused by one of
three things listed below:

1) Hackers — Hackers caused 32 percent of breach
events and were responsible for 75 percent of all
exposed records. Industry experts concur that
these incidents can be directly attributed to
increased use of malware.

2) Rogue employees - Increased layoffs due to
downsizing and generally poor economic
conditions and the relative ease of selling stolen
information is another growing concern. Rogue
employees are reported to be the second largest
cause of breaches. They comprise 19 percent of
breach events.

3) Loss or theft - Lost or stolen equipment
containing personal or private data made up 15
percent of data breach incidents. Another seven
percent comes from lost paper documents.

The concept of cyber liability takes into account first-
and third-party risks. Third party risks are those risks or
liabilities that the WNYRIC has due to the services we
provide where information is transferred, handied, stored,
manipulated or viewed by the WNYRIC on behalf of the
districts we serve. First Party risks are those risks that
are created by the potential breach of Erie 1 data (student
and staff) involving Erie 1 staff and/or Erie 1 equipment.

Do We Need Cyber Insurance?

Traditional liability
products do not address
Internet exposures or
the housing and
transfer of data on
computers. The cost of
a breach in data can be
high and include legal
fees and settlements,
crisis response,
required customer
notifications, and business interruption costs and fines.

When reviewing the district’s coverage, more and more
auditors and insurance companies are asking districts
about the coverage Erie | BOCES holds due to the
district’s participation in WNYRIC technology services.

With the recent regulations concerning student data
security, it is important to make sure districts are
protected from breaches and the related costs.

wnyric





What Coverage Does Erie 1
BOCES Have?

Erie 1 BOCES purchased both first-party and third-party
coverage up to $5,000,000, with up to $1,000,000 for
computer expert services, legal services, public relations
and crisis management response. This would include
paying the cost associated with notifying up to 750,000
individuals, The deductible on this policy is set at
$50,000, which represents the lowest deductible allowed
by the company. Our insurance company, NYSIR,
researched companies and pricing structures and
recommended Beazley Insurance Company, Inc., which
specializes in cyber insurance.

Details Of Coverage

The coverage will protect Erie | BOCES and the school
districts that subscribe to services through the WNYRIC
in the event that there is a

breach of data by any

method, including but not =
limited to computer S
hacking, disgruntled ‘

BOCES employees, or L /‘

event, this insurance will

cover cost of notification

to impacted people, legal

fees, computer investigations (forensics), cyber extortion
cost, public relations and crisis management costs. In the
event of breaches, the insurance company will investigate
to determine the cause, and working with Erie 1 BOCES,
will determine how the insurance coverage(s) should be
applied to the situations.
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The cyber insurance coverage purchased by Erie 1
BOCES will NOT cover breaches created by component
school district staff or loss of component school district
equipment containing data. Districts should review with
their insurance provider any gaps in current coverage,
which could be addressed through district cyber
coverage.

When Is A District Liable?

The district may be responsible for costs if there is
negligence on the part of district employees or due to
district procedures/practices inconsistent with WNYRIC

guidelines. If the breach involves only district employees
and district equipment, it is considered a first-party
breach for that district and will not be covered by Erie
1’s cyber policy. Included with this document is a
document outlining the different types of coverage
carried by Erie 1 BOCES. To be clear: the Erie 1
BOCES cyber insurance only covers breaches that
involve BOCES-owned equipment, or BOCES and
district-owned equipment, where BOCES employees
may be involved in or may have created the breach.

What Can Districts Do To Further
Protect Themselves?

Review your internal procedures and practices involving:
e Data storage on mobile devices

Password requirements

Firewall settings

Patching and updates on software and equipment

Staff acknowledgement of acceptable use policies

Staff development/awareness of hazards of breaches

and the practices they can follow to avoid breaches

e Remove or upgrade computers whose operating
systems no longer include patching (i.e. Microsoft XP)

Talk to your insurance carrier to see how you can obtain
first-party coverage. Erie 1 BOCES is continuing to
investigate options to buy district first-party insurance as
a group or cooperative. At this time, there is no such
option that we are aware of, but we are working with
companies like NYSIR to find a solution.

Cost To Districts

Districts will incur an additional $500/year for this
coverage in your 2016-2017 participation budget with
Erie 1 BOCES. It will be code 650.950.03, titled Cyber
Insurance, and is mandatory for all districts participating
in WNYRIC services.

Questions?

If you have any questions, please feel free to give Jim
Fregelette, Erie 1 BOCES executive director of finance
and information systems, a call at 821-7100. You may
also connect with your customer service representative:
Jennifer Lilly, Jean Rexford or Maureen Taylor.
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State Wide Shared Objectives

The BOCES Regional Information Centers (RICs) in New York State have identified the
following mission statement and shared goals. These goals will be collaboratively achieved by
all RICs.

“We are a collaborative of BOCES Regional Information Centers providing leadership and
efficient, effective technology solutions for the purpose of supporting management, learning and
student achievement.”

State Technology Leadership

Work in conjunction with members of the State Education Department in order to
enhance state, regional and local technology plans and related processes.

o Technology Survey due October 16, assisting districts with process as needed

o All districts in the WNYRIC were certified by the RIC and have been approved
by SED

Provide assistance to the Smart Schools Review Board and New York State school
districts, as the state implements the Smart Schools Bond Act.

0 Listsev has been created. WNYRIC has a service to assist schools.

Continue to partner with NYSED in order to provide districts with support related to
computer-based testing initiatives.

0 A technical awareness session occurred December 1 for RICs and BOCES
regarding the new Questar system. A training for RICs, BOCES and districts
participating in field testing is scheduled for 1/12 8:30 — 12:30. Both technical
and test administrators are encouraged to attend. Remote sites in the region are
available.

Analyze service challenges and opportunities associated with transitioning to next-
generation K-12 assessments.

0 Technical resources may be needed in buildings in order to assist with issues as
they occur. Districts are encouraged to complete sample testing when the
system is available.

As 94% of school buildings participating in RIC supported networks have broadband
capacity of 100 MB or higher, explore opportunities to expand regional networks in order
to support other agencies’, such as public libraries, efforts to provide comparable
services.

o WNYRIC is working with the Chautauqua County Library System, 2 libraries are
on the network as a pilot. Next steps to be discussed.

State Data Leadership

Monitor, enhance and expand the RICs” Common Data Views Initiative. The Common
Data Views Initiative provides educators, across the state, with access to a common data
analysis package that can be leveraged to support discussions related to effective teaching
strategies.
0 Common Data Views for 3 — 8 ELA and Math assessments are available for 2014-
2015 school year.





o Common Data Views for Regents Assessments are in test. WNYRIC reports are
available now.
= WNYRIC team developed and made templates available to all RICs to be
used for January Regents reporting.
Develop a long term strategic plan related to data analysis dashboard services.
0 WNYRIC is taking the lead in a statewide committee effort. Committee to be
formed late September.
= Direction from Commissioner to provide data to RICs earlier and
therefore RICs will be able to release reports earlier to the field.
Continue to assist NYSED in communicating important information related to NYS data,
assessment, and accountability initiatives.
o District Data Coordinator meetings are scheduled for the 2015-2016 year.
Monitor, expand and refine the data integration, federation, and security state initiatives
that were implemented during the 2014-2015 school year.

High-Quality, Cost-Effective Services

Continue to form service partnerships and encourage specialization around products and
services, as appropriate.

Continue to offer a collaborative catalog of technology integration professional
development offerings, at no cost, to districts participating in their local Regional
Information Center’s Model Schools Service.

Leveraging Economies of Scale

Continue to work collaboratively on bids, RFPs and contracts that address statewide
needs.
0 STEAM RFP awarded 9/9/15 Contracts to follow: iDesign, Dreambox,
A+Educators, C8 Sciences, Brian Hurricane, eSpark, Ten Marks, Answer Pad,
Teq, Blue Ribbon






l. “Membership & Meetings:
A. The Western New York Regional Information Center Advisory Council shall be comprised of at least four and no more than six
Representatives from each of the five BOCES Regions in Western New York Joint Management Team:

Western New York Regional Information Center Advisory Council
Composition of Council per Charter Revision as of July 1, 2015

2015-2016

District Superintendent (or designee)

One component School District Superintendent
One School District Management Services User
Two School District Instructional Representatives
One Instructional Technology Representative

B. Each District Superintendent shall determine the method for selecting council members in their BOCES region. Council membership
should be finalized by the April meeting each year.”

Representative Cattaraugus-Allegany Erie 1 BOCES Erie2 CC Orleans-Niagara Greater Southern Tier
Category BOCES BOCES BOCES BOCES

District Lynda Quick Lynn Fusco David O’Rourke Clark Godshall James Frame
Superintendent District Superintendent District Superintendent District Superintendent District Superintendent District Superintendent
(Voting) 716-376-8254 716-821-7002 716-549-4454 1-800-836-7510 x 2201 607-700-2288

Lynda_Quick@caboces.org
Cattaraugus Allegany BOCES
1825 Windfall Road

Olean, NY 14760

lfusco@elb.or

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224

dorourke@e2cch.org
Erie 2 CC BOCES
8685 Erie Road
Angola, NY 14006

cgodshall@onboces.org
Orleans Niagara BOCES
4232 Shelby Basin Road
Medina, NY 14103

jframe@gstboces.org
GST BOCES

9579 Vocational Drive
Painted Post, NY 14870

Designee for
District
Superintendent
(No vote unless the
DS is absent)

Timothy Cox

Director, Instructional Support
Services

716-376-8247
Tim_Cox@caboces.org
Cattaraugus Allegany BOCES
1825 Windfall Road

Olean, NY 14760

James Fregelette

Executive Director Finance &
Information Systems
716-821-7100
jfregelette@elb.org

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224

John O’'Connor

Asst. Superintendent
Management Services
716-549-4454 x4031
joconnor@e2cch.org
Erie 2 CC BOCES
8685 Erie Road
Angola, NY 14006

Joseph Steinmetz
Assistant Superintendent
1-800-836-7510
jsteinmetz@onboces.org
Orleans Niagara BOCES
4232 Shelby Basin Road
Medina, NY 14103

Margaret Munson
Assistant Superintendent
607-739-3581 x1247
mmunson@gstboces.org
GST BOCES

9579 Vocational Drive
Painted Post, NY 14870

Component District

Eric Lawton

Anthony Day

Danielle O’'Connor

Jason Smith

Glenn Niles

Superintendent Superintendent Superintendent Superintendent Superintendent Superintendent
(Voting) 716-942-3293 x 307 716-250-1402 716-569-7040 585-765-3101 607-295-7471
elawton@wvalley.wnyric.org aday@sweethomeschools.org | doconnor@frews.wnyric.org jsmith@lyndonville.wnyric.org gniles@arkportcsd.org
West Valley CSD Sweet Home CSD Frewsburg CSD Lyndonville CSD Arkport CSD
5359 School Street 1901 Sweet Home Road 26 Institute Street 25 Housel Avenue 35 East Avenue PO Box 70
West Valley, NY 14171 Ambherst, NY 14228 Frewsburg, NY 14738 Lyndonville, NY 14098 Arkport, NY 14807
School Michael Watson Maria Sommerfeldt Maureen Donahue John Montesanti Richard Calkins
District Business Official Technology Coordinator Superintendent Business Administrator Superintendent
Management 716-375-6600 716-686-5066 Southwestern CSD 716-751-9341 607-276-2981
Services User mwatson@alcsny.org msommerfeldt@depew.wnyric. | mdonahue@swms.wnyric.org jmontesanti@wilsoncsd.org rcalkins@aacs.wnyric.org
(Voting) Allegany Limestone CSD org 716-484-1136 Wilson CSD Alfred Aimond CSD
3131 Five Mile Road Depew UFSD 600 Hunt Road 412 Lake Street 6795 Route 21

Allegany, NY 14706

5201 S. Transit Road
Depew, NY 14043

Jamestown, NY 14701

Wilson, NY 14172

Almond, NY 14804
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Representative Cattaraugus-Allegany Erie 1 BOCES Erie2 CC Orleans-Niagara Greater Southern Tier
Category BOCES BOCES BOCES BOCES

School Michael Pavlock Mary Beth Genovese-Scullion Tim Mains Gregory Woytila (Chair) Christopher Smith

District Instructional | Technology Coordinator IAsst. Supt. of Cur. & Instr. Superintendent Superintendent Technology Coordinator
Representative 585-593-5510 716-694-7688 716-483-4420 716-807-3500 607-776-8046

(Voting) mpavlock@scio.wnyric.org mscullion@tona.wnyric.org Tim.o.mains@jamestown.wnyri gwoytila@ntschools.org csmith@bathcsd.org

Scio CSD
3968 Washington Street
Scio, NY 14880

[Tonawanda City Schools
100 Hinds Street
Tonawanda, NY 14150

c.org
Jamestown Public Schools

197 Martin Road
Jamestown, NY 14701

North Tonawanda City
175 Humphrey Street
N. Tonawanda, NY 14120

Bath Central School Dist.
25 Ellas Avenue
Bath, NY 14810

School District

Michael Graf

Karen Cuddy-Miller (Vice

Brian Russ

Jeffery Hazel

Paul Cone

Instructional Technology Director Chair) Superintendent Director of Instructional Technology Coordinator
Representative 716-376-8218 Assistant Superintendent for 716-687-2302 Technology & Learning 607-698-4225
(Voting) Michael graf@caboces.org Curriculum & Instructions bruss@eastauroraschools.org 716-215-3197 pcone@cgcsd.org
Cattaraugus Allegany BOCES | 716-773-8817 East Aurora Union Free District | jhazel@nwcsd.org Canisteo-Greenwood CSD
1825 Windfall Road karencuddy- 430 Main Street Niagara Wheatfield Central 84 Greenwood Street
Olean, NY 14760 miller@grandislandschools.org | East Aurora, NY 14052 School District Canisteo, NY 14823
Grand Island CSD 6700 Schultz Street
1100 Ransom Road Niagara Falls, NY 14304
Grand Island, NY 14072
Instructional Timothy Clarke Taweepon Sminiski Robert Spino Patricia Hartigan Patrick Flaitz
Technology Professional Development Director of Special Education Associate Director Technology | Business Official Business & Technology
Representative 716-945-2533 & Education Services and Instructional Technology | 716-731-6800 ext 2210 Director
(Voting) Tim_Clarke@caboces.org 716-542-5071 Resources phartigan@onboces.org 607-324-7634
Cattaraugus Allegany BOCES | tsiminski@akronschools.org 716-672-4371 x 2031 Orleans Niagara BOCES Patrick.flaitz@hornellcsd.org
1825 Windfall Road Akron CSD rspino@e2cch.org 4232 Shelby Basin Road Hornell City School
Olean, NY 14760 47 Bloomingdale Avenue Erie 2 CC BOCES Medina, NY 14103 25 Pearl Street
Akron, NY 14001 8685 Erie Road Hornell, NY 14843
Angola, NY 14006
At Large Donald Skotnicki
Representatives Supervisor, Instructional TBA
(No Vote Unless Technologies, Potter Road
Alternate 716-821-7366
for Voting dskotnicki@elb.org
Member) Erie 1 BOCES

355 Harlem Road
West Seneca, NY 14224

Michelle Okal-Frink
Associate Director —
Instructional Technology
Research & Innovation
716-821-7200
mokal@elb.org

Erie 1 BOCES

355 Harlem Road

West Seneca, NY 14224
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